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Abstract

The increasing proliferation of crypto-assets and the emergence of innovative
financial instruments such as Initial Coin Offerings (ICOs), while offering
significant and innovative capacities for capital raising, have also created a
platform for legal challenges and widespread abuses due to their decentralized and
transnational nature. Examining the experience of various legal systems shows that
countries have adopted different approaches to crypto-assets and, consequently,
financing through this method—ranging from a "wait and see" policy to specific
regulation and, in some cases, outright prohibition. In Iran, despite the issuance of
some regulatory documents and legislative drafts, a comprehensive definition and a
clear and specific framework still do not exist, creating grounds for legal and
economic risks. In light of the general policies of the system, including the general
policies on legislation (communicated on 06/07/1398), economic security
(communicated on 03/11/1379), and investment encouragement (communicated on
26/11/1389), which emphasize the formulation of clear and unambiguous laws as
well as the protection and security of investors, examining the legal dimensions and
the criminalization status of 1COs as one of the new investment methods is of
particular importance. This research, employing a descriptive-analytical approach
and utilizing library-based data collection methods, analyzes the conceptual
dimensions and executive stages of ICOs, examines the criminal dimensions,
analyzes the criminalization status of this technology, and explains the necessity of
independent criminalization of unauthorized ICOs in Iranian law. Providing a clear
and efficient legal framework, given the distinct nature of crypto-assets, the
incomplete applicability of traditional laws to these assets, and the need to prevent
inconsistencies in judicial practice, is an undeniable necessity that can
simultaneously safeguard the interests and financial security of investors while
facilitating the legal development of financial innovations in alignment with the
general policies of the system. Currently, non-compliance with the regulations set
forth in upstream documents and policies concerning ICOs may be examined with
respect to "supervised persons" within the framework of Articles 22 to 25 of the
Law on the Central Bank of the Islamic Republic of Iran. Furthermore, due to the
absence of specific criminalization, unauthorized ICOs may only be subject to
certain criminal headings, including fraud (provided its conditions are met) and the
Law on the Punishment of Disruptors in the Economic System.
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Extended Abstract

Purpose

The rapid expansion of crypto-assets and the emergence of innovative financial
instruments such as Initial Coin Offerings (ICOs), while offering significant and
innovative capacities for capital raising, have also created a platform for legal
challenges and widespread abuses due to their decentralized and transnational
nature. Examining the experience of various legal systems shows that countries
have adopted different approaches to crypto-assets and, consequently, financing
through this method—ranging from a "wait and see" policy to specific regulation
and, in some cases, outright prohibition. In Iran, despite the issuance of some
regulatory documents and legislative drafts, a comprehensive definition and a clear
and specific framework still do not exist, creating grounds for legal and economic
risks. In light of the general policies of the Islamic Republic of Iran, including the
general policies on legislation (communicated on 06/07/1398), economic security
(communicated on 03/11/1379), and investment encouragement (communicated on
26/11/1389), which emphasize the formulation of clear and unambiguous laws as
well as the protection and security of investors, examining the legal dimensions and
the criminalization status of 1COs as one of the new investment methods is of
particular importance. The principal purpose of this study is therefore to analyze
the conceptual dimensions and executive stages of ICOs, examine the criminal
dimensions, analyze the criminalization status of this technology, and explain the
necessity of independent criminalization of unauthorized ICOs in Iranian law. To
this end, the paper pursues three questions: what is the nature and legal status of
ICOs in Iranian law; what are the criminal dimensions and risks associated with
unauthorized 1COs; and, in light of the general policies of the Islamic Republic of
Iran, what is the necessity and appropriate framework for the criminalization of
unauthorized ICOs in Iran?

Design/methodology/approach

This research employs a descriptive-analytical approach and utilizes library-based
data collection methods. The study first provides a conceptual analysis of ICOs and
their executive stages, examining definitions from leading legal systems, international
documents (such as FATF guidelines), and Iranian regulatory documents (including
the Central Bank's regulatory framework and the Cryptocurrency Regulations of the
Supreme Council of Cyberspace). Subsequently, it analyzes regulatory approaches to
crypto-assets adopted in various jurisdictions—including the observation/evaluation
approach, specific regulation (with particular attention to U.S. legislation such as the
GENIUS Act and CLARITY Act), and the prohibition approach—and compares
these with the evolving regulatory approach in Iran. Finally, the study examines the
criminal dimensions of ICOs, the distinction between authorized and unauthorized
ICOs, the role of the general policies of the Islamic Republic of Iran in
criminalization, and the current status of criminalization in Iranian law through an
analysis of existing criminal laws, including those on fraud, money laundering, and
disruption of the economic system.

Findings

The findings indicate that, despite the issuance of policy documents in 2024 by the
Central Bank of the Islamic Republic of Iran and the Supreme Council of
Cyberspace, a clear and precise definition of crypto-assets and ICOs in Iranian law
has yet to be provided. This lack of clear definitions and a coherent legal
framework led to inconsistencies in regulatory and judicial practices, increased
vulnerability of investors, and facilitation of economic and financial crimes,
including fraud and money laundering. Regarding authorized versus unauthorized
ICOs, the study finds that pursuant to the Central Bank's regulatory framework, the
initiation of activities concerning the "issuance™ and "initial offering” of all types of
"crypto-assets"” is permitted only through a "regulatory sandbox" approved by the
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Central Bank. Furthermore, the issuance and “initial offering” of Rial-backed
crypto-assets are exclusively within the authority of the Central Bank, and the
issuance of crypto-assets backed by foreign currency, gold, and precious metals is
subject to the approval of the Central Bank's High Council. Any ICO conducted
outside these specified frameworks lacks legal validity and is considered
unauthorized activity. Regarding criminalization, the study finds that current
Iranian law lacks specific criminal provisions for 1COs. Unauthorized 1COs may
potentially be addressed under general criminal headings such as fraud (if the legal
elements are met) or the Law on Punishment of Disruptors in the Economic
System, but these applications are subject to broad interpretation and are not
specifically tailored to the distinct nature of crypto-assets. The study also finds that
non-compliance with regulations by “supervised persons” may be subject to
administrative-disciplinary sanctions under Articles 22 to 25 of the Central Bank
Law. The study further identifies that the approach of treating crypto-assets as
foreign currency under the anti-smuggling law was ultimately removed by the
legislature, indicating the practical and legal challenges of this approach.

Research limitations/implications

A primary limitation of this research is the absence of a comprehensive legal
framework and specific criminal legislation for ICOs in Iran, which limits the
ability to analyze judicial precedents and established legal interpretations. The
rapidly evolving nature of crypto-asset technology and the continuous emergence
of new regulatory documents in Iran and internationally present challenges for
maintaining currency in the analysis. Additionally, the sensitive and complex
nature of crypto-asset regulation and the difficulty of accessing primary legislative
documents and policy-making deliberations present methodological constraints.
Accordingly, it is suggested that future research conduct comparative studies
examining specific criminal legislation for ICOs in leading jurisdictions,
investigate the practical implementation and effectiveness of regulatory sandboxes
in Iran, explore the potential for establishing a specialized regulatory authority for
crypto-assets, and conduct empirical studies on the economic impacts of
unauthorized ICOs on investors and the national economy.

Practical implications

Building on the findings, the study offers practical implications for Iranian
legislators, regulatory bodies, and the judiciary. The study recommends that, as a
first step in realizing the general policies of the Islamic Republic of Iran—
including ensuring economic security, protecting investors' rights, encouraging
investment, and supporting property rights and investment development—crypto-
assets should be recognized as "property” within the meaning of the Anti-Money
Laundering Law. This would allow criminal behaviors related to ICOs to be
addressed under that law, extending its enforcement mechanisms to ICOs without
treating crypto-assets as "foreign currency" under the anti-smuggling framework.
However, the study emphasizes that reliance solely on traditional criminal headings
is insufficient, and it recommends that the judiciary, in accordance with the general
policies of the legislative system and Article 5 of the Cryptocurrency Regulations,
prepare a judicial bill for the formulation of specific crimes and punishments
related to crypto-assets and pursue its legislative process. This should include
provisions for punishing any natural or legal person who conducts an ICO outside
the approved regulations and without obtaining authorization from the competent
authority designated by law, including cases where individuals proceed without
legal procedures, proper identity verification, and provision of valid guarantees or
collateral. Additionally, specific criminalization should address cases where false
information is included in whitepapers or information is concealed, provided that
the action results in property acquisition or loss to investors. The study also
recommends a "small and visible steps with quick impact" strategy, beginning with
the operationalization of existing regulatory frameworks and the creation of
transparency mechanisms.
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Social implications

The study reframes the criminalization of unauthorized ICOs not merely as a matter
of legal technicality but as a fundamental necessity for protecting public economic
security, safeguarding investors' rights, and preventing financial crimes. For
society, the absence of a clear legal framework exposes citizens to significant
financial risks, facilitates fraud and money laundering, and undermines public trust
in financial innovations. By revealing the gaps in current legal protections, the
research underscores the need for comprehensive legislation that balances
innovation facilitation with risk management. At the level of overall policy, the
central recommendation is to move beyond reactive and warning-based approaches
toward proactive criminalization and active criminal intervention based on the
harm principle and the need to control dangerousness. This would not only protect
investors' rights but also provide a safe environment for legitimate financial
innovations. The study also highlights the social importance of distinguishing
between authorized and unauthorized ICOs, as this distinction directly affects
investor protection, access to legal remedies, and the legitimacy of financial
activities in the eyes of the public.

Originality/value

The novelty of the paper lies in offering a comprehensive and systematic analysis
of the criminalization status of ICOs in Iranian law specifically through the lens of
the general policies of the Islamic Republic of Iran. In contrast to prior domestic
studies, which have addressed crypto-assets in general terms or through purely
economic or technical frameworks, this research provides a detailed legal analysis
of the conceptual dimensions, executive stages, regulatory approaches, and
criminal dimensions of ICOs. By distinguishing between authorized and
unauthorized ICOs and analyzing the potential application of existing criminal laws
(fraud, money laundering, disruption of the economic system, and smuggling), the
study identifies critical gaps in the current legal framework. The research also
contributes to understanding how the general policies of the Islamic Republic of
Iran—particularly those on legislation, economic security, and investment
encouragement—provide a normative foundation for independent criminalization.
Its value accrues to legislators, judges, regulatory bodies, legal scholars, and
policymakers interested in understanding the legal dimensions of crypto-assets and
ICOs and in designing appropriate criminal policy responses that balance
innovation facilitation, investor protection, and economic security.

Keywords: Initial Coin Offering (ICO), crypto-asset, criminalization, general
policies of the Islamic Republic of Iran, money laundering, regulatory sandbox,
whitepaper, economic security.
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