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Abstract

This study adopts a policy-oriented approach to examine the position of blockchain
technology in Iran's health system and identifies the main opportunities and
challenges of its application within the framework of innovation policy and digital
government. The present study is qualitative-explanatory and aims to develop an
indigenous theoretical framework and propose policy strategies for the effective
utilization of blockchain. In the first stage, through a systematic literature review
and content analysis of domestic and international scientific sources, the influential
components were identified. Subsequently, data were collected through semi-
structured interviews with experts in the fields of health, information technology,
and public administration, and were analyzed using MaxQDA software. In the final
stage, the components were prioritized and validated using the fuzzy Delphi
method. The findings indicate that the implementation of blockchain in the health
system is a complex and multidimensional issue, with challenges such as weak
technological infrastructure, lack of legal frameworks, institutional resistance, and
lack of coordination among relevant bodies constituting the main obstacles. In
contrast, enhancing transparency, increasing data security, reducing pharmaceutical
fraud, and patient participation in health information management are among the
most important opportunities. The analysis of results based on the theory of
diffusion of innovation and institutional capacity demonstrates that the success of
this technology depends on innovative policymaking, strengthening executive
institutions, and developing digital infrastructure. Finally, four categories of
strategies—including regulation, institutional capacity building, infrastructure
development, and promotion of digital culture—are proposed, which are aligned
with the general policies of the system.
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Extended Abstract

Purpose

In recent decades, emerging technologies have become one of the strategic tools for
transforming government structures and improving the quality of public services.
Among these, the concept of digital government, as a new model of governance,
emphasizes the intelligent use of technological innovations to enhance
transparency, productivity, citizen participation, and accountability. One
technology that has offered extensive capacities in this area is blockchain, which,
with features such as decentralization, high security, transparency, and
immutability of information, has gained an important place on the agenda of
governments and public institutions. Blockchain was initially introduced in the
form of cryptocurrencies, but it quickly influenced areas such as electronic voting,
supply chain, education, and particularly health. In recent years, various countries
around the world have turned to utilizing blockchain technology in healthcare to
increase the security, transparency, and efficiency of health data. However, the
application of blockchain is not merely a technological choice but a policy issue
involving challenges such as weak legislation, institutional resistance, lack of
infrastructure, and inter-organizational incoordination. Especially in countries like
Iran, utilizing this emerging technology in sensitive areas such as health requires
innovation policy with a forward-looking and governance-oriented perspective. In
Iran, despite the existence of scientific and human capacities, the health system still
faces problems such as fragmented data, lack of transparency, weak inter-
organizational information exchange, and the absence of appropriate legal
frameworks. These conditions have doubled the necessity of utilizing blockchain as
a data governance project. The principal purpose of this study is therefore to
examine the position of blockchain technology in Iran's health system and to
identify the main opportunities and challenges of its application within the
framework of innovation policy and digital government. To this end, the paper
pursues four questions: (1) what are the most important policy, institutional, legal,
technical, and cultural challenges in the path of applying blockchain technology in
Iran's health system; (2) what opportunities does blockchain technology provide for
enhancing transparency, data security, efficiency, and public trust in Iran's health
system; (3) from the experts' perspective, what are the priorities of the identified
challenges and opportunities; and (4) based on the research findings, what policy-
oriented strategies can be proposed to facilitate and accelerate the implementation
of blockchain in Iran's health governance?

Design/methodology/approach

This study is qualitative-explanatory in nature and aims to develop an indigenous
theoretical framework and propose policy strategies for the effective utilization of
blockchain. The research employed a mixed-method approach combining
systematic literature review, semi-structured expert interviews, and fuzzy Delphi
analysis. In the first stage, through a systematic literature review and content
analysis of domestic and international scientific sources, the influential components
were identified. Subsequently, data were collected through semi-structured
interviews with experts in the fields of health, information technology, and public
administration. Participants were selected through purposive sampling using the
snowball method to cover a spectrum of perspectives until theoretical saturation
was reached. A total of 15-20 in-depth semi-structured interviews were conducted
with key stakeholders including managers from the Ministry of Health and
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Information Technology, health law experts, health technology researchers, and
representatives of knowledge-based companies active in the blockchain field.
Interview data were recorded, transcribed, and analyzed using MAXQDA software
based on open, axial, and selective coding procedures; conceptual networks and
causal relationships between components were then extracted. In the final stage, a
three-round fuzzy Delphi process was conducted with the same expert panel
(minimum 20 participants) to assess the weight and validity of the concepts and
strategies, and the degree of agreement and prioritization of solutions was
extracted. For validation, criteria such as member checking, data source
triangulation, and complete documentation of the research process were observed.
Ultimately, the results of the analyses led to the formulation of phased executive
and policy strategies for establishing blockchain in Iran's health system.

Findings

The findings indicate that the implementation of blockchain in the health system is
a complex and multidimensional issue. The most important policy challenges were
classified into nine main themes based on expert perspectives and prioritized
through fuzzy Delphi analysis: (1) lack of appropriate legal and policy frameworks
(absence of clear and comprehensive laws and regulations, lack of legal support,
unspecified standards, and legal gaps in privacy and medical data security); (2)
infrastructure and security weaknesses (poor internet infrastructure, lack of storage
resources, and cybersecurity concerns); (3) lack of knowledge and awareness
(limited public and media awareness of blockchain benefits in health); (4)
institutional and organizational resistance (resistance from the medical community,
public, and policymakers; lack of sufficient will among officials); (5) shortage of
specialized human resources (brain drain of programmers and physicians, lack of
support for elites); (6) existence of medical mafias (lack of will to combat health
and pharmaceutical mafias); (7) international limitations and sanctions (restricted
access to international blockchain technologies, IP sanctions); (8) high
implementation costs (significant investment required for setup); and (9) lack of
coordination among relevant bodies (lack of inter-organizational cooperation even
after four decades). In contrast, the most important opportunities identified
included: enhancing transparency and public trust (reducing errors, fraud, and
administrative costs); strengthening data security and privacy (preventing unwanted
intrusions in health information systems); combating pharmaceutical fraud and
smuggling (improving pharmaceutical procurement, eliminating intermediaries,
tracking counterfeit and expired drugs); facilitating inter-organizational
collaboration in health (ensuring data integrity, reducing redundant treatments,
lowering healthcare costs); improving patient outcomes and facilitating utilization
of medical information; and patient participation in health data ownership (enabling
individuals and physicians to easily access and share medical records with
appropriate permissions). The analysis of results based on the theory of diffusion of
innovation, digital governance theory, and institutional capacity theory
demonstrates that the success of this technology depends on innovative
policymaking, strengthening executive institutions, and developing digital
infrastructure.

Research limitations/implications

This study, despite employing a mixed-method approach and utilizing up-to-date
theoretical frameworks, faced several important limitations that should be
considered in interpreting the results. First, the present research is limited to the
policy and structural space of Iran's health system, and therefore generalizing the
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results to other areas of public services (such as education, insurance, or justice)
requires complementary studies. Second, the interviews and qualitative analysis
were mainly focused on expert perspectives, and the views of end-users such as
patients, nurses, or operational staff were not directly examined. This may affect
the analysis of some behavioral and cultural barriers. Additionally, the complexity
of blockchain technology and the lack of extensive domestic experiences in this
field caused some interviewees to be cautious or limited in expressing their
opinions. On the other hand, the fuzzy Delphi analysis, despite its high accuracy, is
to some extent dependent on the subjective judgments of experts, which may yield
different results with changes in the sample composition. Accordingly, it is
suggested that future research complement the present findings by examining the
application of blockchain in other areas of public services in Iran, conducting
comparative policy analysis of blockchain in health among regional and OECD
countries, investigating end-user perspectives, studying the role of the private
sector and digital health startups in localizing blockchain technologies, and
developing an indigenous innovation policy model for emerging technologies with
a focus on digital government using futures studies approaches.

Practical implications

Building on the empirical findings, the study offers practical implications for
policymakers, health system administrators, and technology regulators. Based on
the combined analysis of qualitative findings and fuzzy Delphi results, policy
strategies are proposed in three time horizons:

- Short-term priorities (6-18 months): (1) drafting a temporary legal framework
for pilots (responsible: Ministry of Health with the National Cyberspace
Center; action: issuing experimental regulations for blockchain pilots in one or
two specific areas, such as the pharmaceutical supply chain); (2) implementing
two controlled pilots (responsible: Health Technologies Development
Headquarters and selected universities; action: designing, implementing, and
evaluating pilots over 6-12 months with specific impact assessment indicators
including accuracy, cost, time, and stakeholder satisfaction); (3) establishing an
inter-organizational working group (responsible: Ministry of Health, Ministry
of Communications, Medical Council Organization, Ministry of Economy, and
private sector representatives).

- Medium-term priorities (18-36 months): (1) developing data standards and data
governance policies (responsible: National Electronic Health Center; action:
defining cross-sectoral standards for secure data exchange and determining access
levels); (2) capacity building and training programs (responsible: universities and
educational institutions; action: designing short-term courses for technology
managers, healthcare staff, and policy makers on blockchain features and
limitations); (3) economic modeling and cost-benefit analysis (responsible:
research institutes and economic consultants; action: estimating the cost of
implementing changes, long-term benefits, and phased investment plans).
Long-term priorities (3—6 years): (1) establishing a national secure health data
exchange infrastructure (responsible: government/Ministry of
Communications; action: designing a hybrid architecture that enables
connection of local databases to a network with specific verification and
governance policies); (2) institutionalizing secondary regulations and
monitoring mechanisms (responsible: executive branch with regulatory bodies;
action: converting temporary regulations into permanent regulations, creating
reporting mechanisms and technical monitoring). Programs should be
implemented with a "test-measure-correct" approach so that unintended
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consequences can be corrected. Private sector participation and the
development of investment incentives (financial/tax incentives for technology
companies) are essential to accelerate adoption. Special attention to privacy,
encryption key management, and access control should be placed at the highest
technical priority.

Social implications

The findings of this study indicate that the application of blockchain technology in
Iran's health system is not merely a technological project but a complex policy
issue within the context of digital government. From the perspective of digital
governance theory, blockchain as part of the digital governance architecture is not
only a technical tool but also a mechanism for transforming government-citizen
interactions. The application of this technology in the health system can lead to the
creation of public value through enhancing transparency, increasing accountability,
reducing pharmaceutical fraud, and patient participation in health data
management. However, these goals are achieved when the government, with an
integrated perspective, defines innovation policy within the context of digital
transformation. The findings emphasize that the government must go beyond its
regulatory role and, as an enabling and facilitating government, provide the
groundwork for localization and trust-building regarding emerging technologies.
Additionally, blockchain inherently emphasizes transparency, security,
decentralization, and data provenance. In Iran's health system, the issue of data
ownership, methods of accessing medical information, and concerns about privacy
protection are serious challenges of data governance. The findings show that the
application of blockchain can help redesign this ecosystem, provided that the
government has developed appropriate legal and ethical frameworks for health data
management. Otherwise, the use of blockchain will not only fail to solve any
problems but may also lead to social resistance or even legal risks. At the level of
overall policy, the central recommendation is to move toward active and intelligent
governance, where supportive macro-policies, institutional innovation, and
individual awareness reinforce one another.

Originality/value

The novelty of the paper lies in offering a policy-oriented analysis of blockchain
technology in Iran's health system that integrates technical, institutional, legal,
cultural, and data governance dimensions simultaneously within the framework of
"innovative governance and digital government." In contrast to the majority of
existing studies that have examined blockchain technology merely from a technical
or executive perspective, this research analyzes the application of blockchain in
Iran's health system within the context of innovation policy and digital government.
Second, the research provides an integrated conceptual framework by combining
three theoretical frameworks: Rogers' diffusion of innovation theory, data-driven
governance theory, and the institutional capacity framework, enabling multi-
layered analysis of the relationships between technology adoption, institutional
capacity, and policy requirements. Third, the use of a mixed methodology
including systematic review, in-depth expert interviews, and fuzzy Delphi analysis
for policy consensus-building has resulted in findings that, in addition to analytical
richness, have the capacity to be translated into executive and policy strategies. The
main contribution of this research is the transformation of theoretical analysis and
identification of challenges and opportunities into a set of operational and
prioritized strategies for the gradual establishment of blockchain technology in
Iran's health system. The value of this work accrues to health policymakers,
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technology regulators, university educators, and researchers interested in
understanding the policy foundations of emerging technology adoption in the
health sector and in designing educational and regulatory interventions that foster
digital transformation in health governance.
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